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Abstract: This article explores the evolution and impact of knowledge
diplomacy in the context of the digital era, analyzing how emerging technologies,
particularly artificial intelligence (Al) and military technologies, are redefining
international relations. The paper examines the transition from traditional
concepts of soft power to new paradigms of cyber diplomacy and the governance
of dual-use technologies. Special attention is given to the issue of human resources,
highlighting the global talent shortage in cybersecurity and the fierce competition
for STEM human capital, which are critical factors for national security and
innovation in the defense sector. The article proposes an integrated conceptual
framework that connects knowledge diplomacy with the technological and military
challenges of the 21 century, arguing that success in the new geopolitical
paradigm depends on states' ability to combine technological innovation with the
strategic development of human capital.
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1. INTRODUCTION: REDEFINING DIPLOMACY IN THE
DIGITAL ERA

In the 2Ist century, the landscape of international relations is
profoundly transformed by rapid technological advancement and global
digitalization. The concept of knowledge diplomacy has acquired
unprecedented relevance, transcending the traditional boundaries of
academic exchanges to become a central instrument in managing complex
global challenges!. Unlike classical approaches based exclusively on
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military or economic power, knowledge diplomacy focuses on
collaboration, information sharing, and joint innovation, offering an
alternative framework for international relations in an increasingly digitally
interconnected world.

The digital revolution has generated an unprecedented
transformation in how knowledge is produced, disseminated and utilized in
international relations. Digital platforms, artificial intelligence and big data
have created new opportunities for cross-border scientific cooperation, but
have also generated new vulnerabilities and power asymmetries. In this
context, knowledge diplomacy can no longer be separated from the
technological and, implicitly, the military dimensions of international
relations.

% 1. UNIVERSITIES AND i
J RESEARCH INSTITUTIONS . Y- | 2.DIGITAL TECHNOLOGY

Knowledge Diplomacy in the Digital Era

Figure 1: The Intersection of Knowledge Diplomacy, Digital Technology, the
Military Sector and Human Capital

The digital transformation of diplomacy represents not just a change
in communication tools, but a fundamental shift in how states interact,
negotiate, and project their influence on the global stage®. This evolution is
marked by the integration of advanced technologies, such as artificial
intelligence and big data analytics, into decision-making processes and
foreign policy strategies. Digital diplomacy, as Rashica (2018) observes, has
emerged as a major trend in 2l1st-century diplomatic communication,

2 Hedling, Elsa and Bremberg, Niklas (2021). Practice Approaches to the Digital
Transformations of Diplomacy: Toward a New Research Agenda, International Studies
Review, Volume 23, Issue 4, December 2021, Pp. 1595-1618, , available at https:/-
doi.org/10.1093/isr/viab027, accessed on 01 May 2026.
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relying on information and communication technologies (ICT), the internet,
and social networks to strengthen diplomatic relations>.

This article aims to analyze the convergence of knowledge
diplomacy, emerging technologies (with an emphasis on those with military
applicability), and the issue of human resources, arguing that these three
dimensions are inextricably linked in the equation of power and security in
the digital era.

2. CONCEPTUAL FRAMEWORK: KNOWLEDGE
DIPLOMACY VS. SOFT POWER

2.1. Definition and Principles of Knowledge Diplomacy

To fully understand the role of knowledge diplomacy, it is essential
to distinguish it from the traditional concept of soft power, popularized by
Joseph Nye. While soft power refers to "the ability to affect others to obtain
the outcomes one wants" through attraction and persuasion, aiming
primarily at dominance and competitive advantage*, knowledge diplomacy
proposes a fundamentally different approach.

According to Jane Knight (2022), knowledge diplomacy represents
"the process of building and strengthening relations between and among
countries through international higher education, research, and innovation"?.
This involves a complex network of state and non-state actors, including
universities, think tanks, centers of excellence, and the private sector. The
fundamental principles of knowledge diplomacy are collaboration,
reciprocity, and achieving mutual benefits, even if different for each party
involved.

It is important to emphasize that knowledge diplomacy is not a
neutral concept-it explicitly aims to strengthen international relations—but
neither is it a normative one, in the sense that it does not prescribe a
universal approach. There are situations where a competitive approach is
preferable, and states must evaluate the specific context to determine the
optimal strategy® .

3 Rashica, V. (2018). The Benefits and Risks of Digital Diplomacy. SEEU Review, 13(1),
75-89, available at https://tdgi.org/digital-diplomacy-transforming-international-relations-
in-the-21st-century/, accessed on 02 May 2026.

4 Nye, J. S. (2004). Soft Power: The Means to Success in World Politics. Public Affairs,
available at https://www.nafsa.org/ie-magazine/2022/10/11/knowledge-diplomacy-vs-soft-
power, accessed on 03 May 2026.

5 Knight, J. (2022). Knowledge Diplomacy in International Relations and Higher
Education. Springer.

6 Knight, J. (2022).
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2.2. Comparative Analysis: Soft Power vs. Knowledge
Diplomacy

This distinction becomes crucial in the digital era, where
transnational challenges - from cybersecurity to the regulation of artificial
intelligence - require collaborative solutions based on scientific and
technological expertise, rather than the mere projection of cultural influence.

Characteristic Soft Power Knowledge Diplomacy
Primary Objective Cor.npetit.ive advantage, Strengthening relations, solving
national influence global problems
Mechanism of Attraction, persuasion, co- Collaboration, negotiation,
Action optation reciprocity
Nature of Asymmetrical (influencer - Symmetrical (mutual benefits,
Relationship influenced) though different)
. The state, government Universities, researchers, private
Primary Actors .
agencies sector, state
Temporal Short-to-medium term Long term (building joint
Orientation (foreign policy goals) capacities)
f . . ientifi hnological
Scop‘e 0 . Cultural, media, educational SClentl. 16, te(? notogical,
Application educational, innovation
. Influence, dominance, Strengthened relations, joint
Measuring Success . ) . .
attractiveness solutions, shared innovation

Table 1: Soft Power vs. Knowledge Diplomacy

2.3. Digital Diplomacy as an extension of Knowledge Diplomacy

Digital diplomacy represents a natural extension of knowledge
diplomacy into the virtual space. It uses digital platforms not only for
communication but also for building scientific collaboration networks,
sharing research data, and coordinating responses to global challenges. The
benefits of digital diplomacy include strengthening international relations
through fast and efficient communication, proximity to public audiences,
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reduced financial costs compared to traditional methods, and, importantly,
the ability to amplify the voice of smaller states on the global stage’.

However, digital diplomacy also brings significant risks: the
exploitation of open platforms by extremist groups, diplomatic incidents
generated by the inappropriate use of digital tools, the spread of
disinformation, and vulnerability to cyberattacks®. These risks underscore
the need for an integrated approach that combines the advantages of
knowledge diplomacy with robust cybersecurity mechanisms.

3. THE TECHNOLOGICAL AND MILITARY DIMENSION
OF KNOWLEDGE DIPLOMACY

The intersection of technology, military power, and diplomacy
represents one of the most dynamic and critical areas of contemporary
international relations. Technological and industrial capabilities have
become central instruments of state power, reshaping military strategies,
economic competition, and geopolitical dynamics’. Emerging technologies
are no longer just supporting tools; they have become determining factors in
geopolitics.

3.1. Artificial Intelligence in the Military Domain and Global
Governance

The integration of artificial intelligence into military platforms—
from command and control systems to reconnaissance, surveillance
capabilities, and autonomous weapons—has generated a new arms race with
profound implications for international stability!®. The U.S. Department of
Defense and China's People's Liberation Army are actively developing
military platforms that incorporate AI models, integrated into sensors, data
management programs, and command and control systems''.

7 Rashica, V. (2018). The Benefits and Risks of Digital Diplomacy. SEEU Review, 13(1),
75-89, available at https://tdgi.org/digital-diplomacy-transforming-international-relations-
in-the-21st-century/, accessed on 02 May 2026.

8 Rashica, V. (2018).

? Policy Center for the New South. (February, 2026). Technology, Military Power, and the
New Geopolitics of Security, available at https://www.policycenter.ma/interviews/-
technology-military-power-and-new-geopolitics-security, accessed on 04 May 2026.

10 Simmons-Edler, R., Badman, R., & Longpre, S. (2024). Al-Powered Autonomous
Weapons Risk Geopolitical Instability. arXiv preprint, available at https://arxiv.org/-
html1/2405.01859v2, accessed on 10 May 2026.

' Sisson, M. W., Kahl, C., Sun, C., & Xiao, Q. (2025). Steps toward Al governance in the
military domain. Brookings Institution, available at https://www.brookings.edu/-
articles/steps-toward-ai-governance-in-the-military-domain/, accessed on 09 May 2026.
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Figure 2: The Architecture of AI Governance in the Military Domain, from risk
identification to control mechanisms.

According to an analysis by the Brookings Institution (2025),
military crises generated by Al can be triggered by three general types of
technical failures: identifiable model errors (normal errors), unidentifiable
errors (the black-box problem, malicious Al), and unintentional signal
distortions (from the natural environment, including outer space).
Additionally, there are four types of governmental uses of military Al
platforms that can initiate a crisis: intentional disruption of function,
intentional destruction of function, accidental/unauthorized disruption, and
accidental/unauthorized destruction'2.

"Creating a global legal framework to govern military Al is a global
public good of the highest order and requires global cooperation.""

12 Sisson, M. W., Kahl, C., Sun, C., & Xiao, Q. (2025).

13 Garcia, D. (2025). The global diplomacy of governing military artificial intelligence.
Ethics and  Information  Technology, available at  https:/link.springer.com/-
article/10.1007/s10676-025-09863-0,03 accessed on 03 May 2026.
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Al governance in the military domain requires innovative
approaches and new methods of thinking and negotiation. Mechanisms can
range from mutual declarations to binding agreements and confidence-
building measures that enhance communication and transparency. For such
governance measures to be durable and effective, they must be based on a
mutually acceptable analytical method for determining priorities'*.

3.2. The Dual-Use Technology Dilemma

A central challenge for contemporary diplomacy is the dual-use
nature of many advanced digital technologies. Al algorithms, satellite
communication systems, quantum technologies, or advanced robotics,
initially developed for civilian purposes, can be rapidly adapted for military
applications'>. This fundamental ambiguity complicates traditional arms
control efforts and requires new governance paradigms.

1
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Figure 3: The Dual-Use Technology Dilemma - civilian vs. military applications of the
same fundamental innovations.

According to research by the RAND Corporation (2025), the dual-
use characteristics of Al are pushing states away from approaches based on
arms control toward competitive strategies, attempting to maintain

14 Sisson, M. W., Kahl, C., Sun, C., & Xiao, Q. (2025).

15 Chatham House. (2026). How a surge in defence and dual-use technology investment
could reconfigure the global Al race, available at https://www.chathamhouse.-
org/2026/04/how-surge-defence-and-dual-use-technology-investment-could-reconfigure-
global-ai-race, accessed on 07 May 2026.
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technological advantage'®. A Chatham House report from April 2026
highlights how the surge in defense and dual-use technology investment is
reconfiguring the global Al race, with profound implications for the
international balance of power!”.

Knowledge diplomacy plays a vital role here in establishing
international standards and verification mechanisms that allow civilian
innovation while limiting the proliferation of destabilizing military
capabilities. This requires continuous dialogue among the scientific

community, the private sector, governments, and international
organizations.

- o o C Risk
Technology Civilian Application Military Application Level
Artificial Medical diagnostics, Autonomous weapons, Very
Intelligence autonomous transport mass surveillance High
Quantum Cryptography, molecular Breaking encryption, Hich
Computing simulations strategic optimization £

Communications, GPS

Reconnaissance, weapon

Satellite Systems navigation guidance High
Advanced Surgery, industrial Combat drones, Very
Robotics manufacturing autonomous systems High
Biotechnology Gene therapies, vaccines Biological weapons, Critical

human enhancement

Table 2: Risk levels of different dual — use technologies in military and civilian applications

3.3. Cyber Diplomacy

Cyberspace has become a new domain of international conflict and
cooperation, as strategically important as land, sea, air, and outer space.
Cyber diplomacy has emerged as a necessary response to digital threats,
aiming to build an "international society in the digital age"'®. This involves
negotiating norms of responsible behavior in cyberspace, managing security

16 Kreps, S. (2025). The Artificial General Intelligence Race and International Relations.
RAND  Corporation, available at  https://www.rand.org/content/dam/rand/pubs/-
perspectives/PEA4100/PEA4155-1/RAND_PEA4155-1.pdf, accessed on 06 May 2026.

17 Chatham House. (2026).

18 Barrinha, A., & Renard, T. (2017). Cyber-diplomacy: the making of an international
society in the digital age. Global Affairs, 3(4-5), 353-364, available at
https://www.tandfonline.com/doi/abs/10.1080/23340460.2017.1414924, accessed on 10
May 2026.
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incidents, and promoting digital sovereignty as a defensive and diplomatic
tool .

Digital sovereignty has become a central concept in contemporary
international relations, functioning simultaneously as a defensive strategy
and a diplomatic instrument. In a context where cyberattacks can paralyze a
state's critical infrastructure, the ability to ensure sovereignty in the digital
space is equivalent to traditional territorial defense capabilities?®. Cyber
diplomacy contributes to conflict prevention, the mitigation of cybersecurity
threats, and greater stability in international relations.

3.4. Lethal Autonomous Weapon Systems (LAWS) and
International Law

The development of Lethal Autonomous Weapon Systems (LAWS)
represents one of the most controversial challenges to international
humanitarian law. These systems, capable of selecting and engaging targets
without human intervention, raise fundamental questions about legal
responsibility, proportionality, and the distinction between combatants and
civilians®!.

The Political Declaration on Responsible Military Use of Artificial
Intelligence and Autonomy, promoted by the United States, encourages all
states to support the principles of responsible Al use in the military
domain*’. However, the absence of a universally accepted definition of
LAWS at the international level complicates regulatory efforts. The UN
Military Al Peace and Security (MAPS) Dialogues in 2025 underscored the
need for innovative governance approaches that keep pace with the rapid
rate of technological development?.

4. HUMAN RESOURCES: THE BATTLEFIELD FOR
TALENT IN THE DIGITAL ERA

The effectiveness of knowledge diplomacy and a state's capacity to
innovate in military and civilian technologies depend fundamentally on the

19 Kaloudis, M. (2024). Digital Sovereignty as a Weapon of Diplomacy in Cyber Warfare.
In National Security in the Digital and Information Age. IntechOpen, available at
https://www.intechopen.com/chapters/1175430, accessed on 08 May 2026.

20 Kaloudis, M. (2024).

21 Simmons-Edler, R., Badman, R., & Longpre, S. (2024).

22 U.S. Department of State. (2023). Political Declaration on Responsible Military Use of
Artificial Intelligence and Autonomy, available at https://2021-2025.state.gov/bureau-of-
arms-control-deterrence-and-stability/political-declaration-on-responsible-military-use-of-
artificial-intelligence-and-autonomy/, accessed on 04 May 2026.

2 United Nations Office for Disarmament Affairs. (2025). Key Takeaways of The Military
Al, Peace & Security Dialogues 2025, available at  http://disarmament.unoda.-
org/en/updates/key-takeaways-military-ai-peace-security-dialogues-2025, accessed on 09
May 2026.
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quality of its human capital. In the digital era, the global competition for
talent has become as fierce as the competition for natural resources or
territory, and the ability to attract, develop, and retain highly skilled
specialists largely determines a state's geopolitical position.

4.1. The Global Cybersecurity Skills Gap

One of the most acute vulnerabilities of national and international
security is the chronic shortage of specialists in the cyber domain.
According to 2026 data, the global cybersecurity workforce gap has reached
approximately 4.8 million unfilled positions, representing a 380% increase
since 2013%*,

This shortage has direct implications for states' ability to defend
against increasingly sophisticated cyberattacks, often supported by Al A
2026 global survey by ManpowerGroup shows that 72% of employers
report major difficulties in filling technical roles, with the demand for Al
and cybersecurity skills far exceeding the educational supply [13].
According to ISACA (2025), 55% of cybersecurity teams are understaffed,
and 65% have unfilled positions, creating systemic vulnerabilities in critical
infrastructure®’.

Factors fuelling this shortage include the exponential growth of
cyber threats, the accelerated digital transformation of organizations, the
complexity of required skills, and the inadequacy of educational programs
adapted to market demands. The World Economic Forum (2025)
emphasizes that skills development is vital to bridging the digital talent gap,
and technological literacy is accelerating much faster than the global supply
of specialists?®.

24 Cybersecurity Guide. (2026). The Cybersecurity Skills Gap in the Age of Al: A Crisis in
Numbers, available at https://cybersecurityguide.org/resources/cybersecurity-skills-gap/,
accessed on 07 May 2026].

25 Cybersecurity Guide. (2026).

26 World Economic Forum. (2025). Skills development is vital to bridge the digital talent
gap, Available at https://www.weforum.org/stories/2025/12/bridging-the-digital-talent-
crisis/, accessed on 05 May 2026.
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GLOBAL CYBERSECURITY WORKFORCE GAP

The world needs more cybersecurity professionals—and the gap is growing

AN ESTIMATED

4.8M
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REMAIN UNFILLED
GLOBALLY
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Unfilled cybersecurity positions (in millions)

Figure 4: The Global Cybersecurity Workforce Gap and its impact on organizations.

4.2. Brain Drain vs. Brain Gain in the Knowledge Economy

The mobility of highly skilled talent (especially in STEM fields -
Science, Technology, Engineering, and Mathematics) is reshaping the
global balance of power. The phenomenon of brain drain represents a major
threat to developing states, depriving them of the human capital necessary
for innovation and security®’. The direct effect of highly skilled migration is
a decrease in the country of origin's human capital stock, with consequences
for research, innovation, and defense capacity.

However, recent research (Batista, 2025) demonstrates that there are
also positive indirect effects—a brain gain—whereby the prospect of
emigration stimulates investment in education, and diaspora networks
facilitate the transfer of knowledge and technology?®. Knowledge diplomacy
can amplify these positive effects, transforming talent mobility from a zero-
sum game into a process of brain circulation beneficial to all parties
involved®.

Emerging technology hubs, such as those in the Middle East
(particularly the United Arab Emirates and Saudi Arabia), demonstrate how
attractive policies—including massive investments in research, favorable
tax conditions, and innovation ecosystems—can reverse traditional talent

27 Batista, C. (2025).
28 Batista, C. (2025).
2 Nam, B. H. (2025).
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flows, competing directly with established centers in North America and
Europe™.

4.3. Human Capital in the Defense Sector

The defense sector faces unique challenges in attracting and
retaining digital talent. Competition with the private sector (Big Tech),
which often offers superior compensation, more flexible work
environments, and projects perceived as more innovative, makes it difficult
for government and military agencies to recruit Al and cybersecurity
experts®!.

The digital transformation of human resources (HR) in the defense
domain has become a strategic priority. According to BCG (2025), the
digital skills gap in the defense sector is growing faster than organizations'
ability to close it*2. This involves not only the digitalization of
administrative processes but also the creation of career paths adapted to
technical specialists, continuous upskilling programs, and collaborative
initiatives among academia, industry, and the military sector.

Proposed solutions include defense-oriented STEM scholarship
programs (such as the U.S. Department of Defense's SMART program),
public-private partnerships for specialist training, rotation programs
between the civilian and military sectors, and the creation of centers of
excellence to act as bridges between academic research and defense

applications™.

4.4. The Role of Universities in Shaping Human Capital for the
Digital Era

Universities play a central role in the knowledge diplomacy
ecosystem, functioning simultaneously as knowledge producers, human
capital developers, and platforms for international cooperation. In the
context of the digital talent shortage, higher education institutions must
adapt their curricula to meet the emerging demands of the labor market,
particularly in fields such as artificial intelligence, cybersecurity, and data
analytics.

International  university collaboration-through joint research
programs, academic mobility, and digital learning platforms-represents an

30 Boston Consulting Group (BCG). (2025).

31 Center for Strategic and International Studies (CSIS). (2020). To Compete, Invest in
People: Retaining the U.S. Defense Enterprise’s Technical Workforce, available at
https://www.csis.org/analysis/compete-invest-people-retaining-us-defense-enterprises-
technical-workforce, accessed on 05 May 2026.

32 Boston Consulting Group (BCG). (2025). Building Digital and AI Skills at Scale in
Defense, available at https://www.bcg.com/publications/2025/building-digital-ai-skills-at-
scale-defense, accessed on 01 May 2026.

33 Center for Strategic and International Studies (CSIS). (2020).
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essential instrument of knowledge diplomacy. This allows not only the
transfer of knowledge but also the building of trust networks among
researchers from different countries, networks that can later facilitate
diplomatic dialogue on sensitive topics such as the governance of military
technologies*.

S. CHALLENGES AND PERSPECTIVES: TOWARD AN
INTEGRATED FRAMEWORK

5.1. The Tension Between Cooperation and Competition

One of the fundamental challenges of knowledge diplomacy in the
digital era is managing the inherent tension between the imperative of
cooperation (to address global challenges) and the dynamics of competition
(to maintain technological and military advantage). States must navigate
between the openness necessary for innovation and the protection of
technological secrets relevant to national security.

5.2. Algorithmic Governance and Transparency

As Al algorithms become increasingly present in decision-making
processes-from diplomacy to military operations-the issue of algorithmic
governance arises: who controls the algorithms, how are they audited, and
how is the transparency necessary for mutual trust between states ensured?
Knowledge diplomacy can contribute to the development of international
standards for algorithmic transparency, essential for preventing
unintentional escalations™.

5.3. Digital Resilience as a Diplomatic Objective

Building digital resilience-the ability to withstand, absorb, and
recover from cyberattacks-has become a central objective of contemporary
diplomacy. This requires international cooperation in areas such as sharing
threat intelligence, developing common security standards, and training
specialists>®.

6. CONCLUSIONS AND RECOMMENDATIONS

Knowledge diplomacy in the digital era represents an indispensable
tool for navigating the complexity of contemporary international relations.
As emerging technologies, particularly artificial intelligence and cyber
capabilities, blur the line between civilian and military applications, the
need for international cooperation based on scientific expertise becomes
critical.

3 Knight, J. (2022).
35 Garcia, D. (2025).
36 Barrinha, A., & Renard, T. (2017).
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Success in this new paradigm depends not only on technological
advancement itself but, fundamentally, on states' ability to attract, develop,
and retain highly skilled human capital. The global talent shortage in
cybersecurity and the competition for STEM specialists underscore the
strategic importance of education and human resources policies.

Based on the analysis presented, we formulate the following
recommendations:

¢ For policymakers: Integrate knowledge diplomacy into national
security strategies, recognizing that investment in education and research is
as important for defense as investment in military equipment.

e For academic institutions: Develop interdisciplinary programs
that combine technical skills (AL, cybersecurity) with an understanding of
international relations and the ethical framework of emerging technologies.

¢ For the defense sector: Create attractive ecosystems for digital
talent through partnerships with academia and the private sector, mobility
programs, and flexible career paths.

e For the international community: Develop governance
mechanisms adapted to the rapid pace of technological innovation, based on
the principles of transparency, reciprocity, and shared responsibility.

Ultimately, knowledge diplomacy provides the necessary framework
to transform technological and military competition from a zero-sum game
into a collaborative effort of global governance, ensuring that digital
innovation serves human security and prosperity, rather than its destruction.
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